School of Health and Social Wellbeing (SHSW) Maintaining
Confidentiality

Professional and statutory regulatory bodies (PSRBs) give clear statements in their
codes of conduct on the importance of maintaining confidentiality (HCPC, 2024a;
HCPC, 2024b; NMC, 2016; NMC, 2018; NMC 2019). UWE expects all students on
programmes applicable to UWE’s Professional suitability and conduct procedure to
uphold the same standards in relation to maintaining confidentiality.

You should, ‘remove anything that could be used to identify a service user or
carer from information which you use in your assessments or other academic
work related to your programme. (HCPC, 2024a, p15)

It is important that students undertaking an educational programme that will lead
them to professional registration are aware of the codes that govern them as
students and once qualified as registered practitioners. The School of Health and
Social Wellbeing (SHSW) considers it vital that students are conscious of the
importance of maintaining confidentiality in practice settings, in assessed work and
on university sites. All students must recognise that they may be privy to confidential
information and that any information or confidence must not be disclosed in the
public domain, unless you are concerned someone may be at risk of harm (HCPC,
2024a; HCPC, 2024b; NMC, 2016; NMC, 2018). It is important that students
recognise that in any work submitted (assignments; projects; case studies; portfolios;
presentations; examinations; reports) and in class-based reflections that they must
not directly identify any person or organisation.

What is a breach of confidentiality?

*A breach of confidentiality is the inclusion of names, images, or registration details
e.g., hospital number within a student’s work (including appendices) that would allow
an individual or area to be identified. This includes service users, carers, colleagues
(including fellow students), and organisations.

Information included in these documents, beyond that specified as required, is likely
to constitute a breach of confidentiality* (*as defined above). It is acknowledged that
in some cases it may be possible to potentially identify individuals from a set of
circumstances despite the removal of names etc.- intimate detail can make
identification more likely.

What is not a breach of confidentiality?

Where UWE assessment documents require information such as name of the
placement organisation, name/signature(s) of UWE or external staff (e.g., supervisor,
mentor, clinical/practice educator) this will be clearly identified in the relevant
documents, and guidance given in Module/Programme handbooks. This is not a
breach of confidentiality.
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How can | avoid a breach of confidentiality?

To avoid a breach of confidentiality you should check and follow the advice given in
your module and programme handbooks. Additionally,

Use pseudonyms (which should be identified as such) and generalised
terms e.g., social worker, nurse, health centre, practice area, young man.
Avoid the inclusion of documentation, either original or photocopied, that
might reveal the identity of an individual or organisation e.g., referral letters,
medical imaging records, assessment records, prescription charts, unless
these are anonymised. (Exceptions to this are documents or cases that are
now in the public domain e.g., Baby ‘P;’ Shipman enquiries).

Remove names on x ray films or other imaging records; use blank

charts or pseudonyms on charts.

Where modules allow the use of images/videos, or significant amounts of
detail about client issues e.g., in case studies, written consent must be
gained in accordance with the procedure given in the module.

Guidance on referencing confidential materials can be found at: UWE
Bristol: Study skills

What happens when a breach of confidentiality occurs?

The SHSW considers all breaches of confidentiality to be serious. Where a breach
of confidentiality is noted, the following suggests what action may be appropriate:

First Occasion — Marker reports breach to Module Leader (ML) and
isolated breach Programme Leader (PL); breach is discussed.

Potential outcomes.

Organisation/client/carer/ | 1. ML meets the student to discuss the breach. The

peer/UWE or external breach will be documented in student feedback
staff is identified in and an account of the meeting held in the student
students work on no file. Personal tutor should be informed.

more than one occasion | No mark penalty.

(or similar level of breach| 2. The breach is considered under PSP (level 1 unless
is noted). previous PSP referrals indicate another level would

be more appropriate). The breach will be

documented and treated in accordance with PSP.
No mark penalty unless PSP is escalated and
outcome of PSP dictates that a mark penalty should
be applied.
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First Occasion — Marker reports breach to ML and PL. PL considers the
multiple breach student/breach under PSP (level 1 unless previous PSP
referrals indicate another level would be more
Organisation/client/carer/ | appropriate). The breach will be documented and treated
peer/UWE or external in accordance with PSP.

staff is identified in Mark Penalty = Student receives a mark of zero
students work on more
than one occasion (or
similar level of breach is

noted).
Second/Subsequent Marker reports breach to ML and PL. PL considers the
Occasion student/breach under PSP (level 2 unless previous PSP

referrals indicate level 3 would be more appropriate). The
Student has previously | breach will be documented and treated in accordance
breached confidentiality. | with PSP.

Mark Penalty = Student receives a mark of zero

Mark penalties: where maintaining confidentiality is a key aspect of an
assessment this should be made clear to students in the assessment brief.
Students should be made aware of the above table.

Frequently asked questions

Can | refer to trust or agency documentation?
Only if it is in the public domain, for example easily accessible through the internet

| want to reflect on/share an experience from my placement in class. Can | do
this?

Yes, you can discuss your placement experiences, confidentiality of area and client
should be maintained. You will also need to adhere to the ground rules agreed at
the beginning of the session, module, or programme. Any breach to be dealt with by
the facilitator as a learning point.

Can | print off discussion from online discussion boards such as Blackboard?
Without the agreement of the group this would be a breach in the group’s
confidentiality, group name and individual names would need to be anonymised.
Consult the module handbook for modules that use discussion groups on
Blackboard.

How can | anonymise my work?

Identifying headings and names should be physically or electronically removed.
Simply blacking out information such as hospital number or name with a marker pen
or correction fluid often allows the identifying feature to remain discernible.

Can |l include references for trust documentation in my work?
You can use trust documentation e.g., Trust Policy if it is in the public domain. If it
is not publicly available, you can still use it but must anonymise the citation and
reference.
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How do | cite and reference a Trust document which is not publicly
available and therefore needs anonymising?

Your citation or reference would be as per any normal citation or reference for the
document you are using, but where you would normally write the author and
publisher, you need to replace this with ‘The Trust’ or “The Organisation.’

Can | use social networking sites?

Social networking sites are in the public domain and can be useful for
communicating and sharing information, however you must ensure that breaches of
confidentiality do not occur. Please see ‘Guidance on Professional Conduct when
using social media.’
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